
THE VANTAGE POINT - 
ENTERPRISE SECURITY 
APPLICATIONS MORE THAN 
3X FASTER ON DIAMANTI

EXECUTIVE SUMMARY



To this end, Diamanti has commissioned the Kinney 
Group, an independent data consulting firm, to 
benchmark Splunk on Diamanti against AWS EKS. The 
study aimed to shed light on the following key business 
areas to empower CTO’s, DevOps Managers, and IT 
Security professionals with the right information in 
selecting a solution for their organizations.

Figure 1: Investment savings when comparing Diamanti against AWS 

• Lower total-cost-of-ownership (TCO): A containerized 
deployment can lead to a smaller footprint and more 
efficient resource utilization

• Faster time-to-value: Containers make the deployment 
of applications easier and faster. Organizations can 
test, patch and upgrade environments rapidly, using a 
declarative approach to application deployment

• Increased agility and flexibility: Containerized 
applications are extremely portable and can be 
consistently deployed both on-premises and in  
the cloud 

Context
In the past couple of years, enterprises have seen 
unprecedented challenges as they faced unexpected 
economic and business fluctuations. These drastic 
fluctuations are forcing enterprises to adjust their 
operations and technologies in order to remain viable and 
competitive. The intersection that can help enterprises 
overcome these challenges is analytics that provides 
insights to leaders, enabling them to make informed 
decisions that impact the bottom line.  

As a result, enterprises must rely on business analytics 
applications and infrastructure management vendors  
to provide the most advanced solutions to swiftly  
adjust business-critical applications in response to 
economic changes. 

In the past few years, enterprise customers have turned 
to Diamanti for recommendations on using the most 
modern Kubernetes platforms to run Splunk applications. 
Over and over, the common technical challenges we 
have heard from customers looking to deploy Splunk on 
Diamanti are: 

• Deployment complexity:  Standing up a new Splunk 
Enterprise and Splunk Enterprise Security environment 
has improved over the years, but it can still take several 
weeks. As enterprises move to hybrid cloud models, 
they need faster ways to deploy, patch and upgrade 
their Splunk environments either on-premises or in the 
public cloud.

• Performance: For many enterprises running Splunk 
Enterprise, the limitation on data ingestion is tied to 
indexing latency. Without enough capacity, enterprises 
risk skipped searches, which in turn increases the risk 
of data loss and impacts the accuracy of the analytic 
results. For many enterprises, that means oversizing a 
cluster to support growing data needs. 

  

                  AWS Cost Per Year

Reserved Linux Server Cost $25,333.92

Storage cost
(@ 2 TB/ day for 30 days)

$92,160

Provisioned IOPS
(10,000/ server) $23,400

Diamanti Cost AWS Cost

$26/ GB $70/ GB
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Diamanti is solving the challenge of container-based hybrid clouds with a simple and cost-effective 
platform that addresses enterprise requirements for managing Kubernetes data at any scale.

Testing Criteria
Testing was designed to mimic minimalistic real-world 
customer environments with only a single index cluster 
and Enterprise Security running on a single search head. 
Splunk Validated Architecture (SVA) C1 was chosen to 
showcase the benefit of the Diamanti platform even for 
the worst-case scenario. However, these tests do not 
showcase the full strength of the Diamanti platform.

• Deploy a minimalistic environment based on SVA C1 
with the appropriate number of clustered indexers.

• Validate the deployment completed correctly through 
the Splunk Monitoring Console, Indexer Clustering 
interface, and Diamanti console.

• Deploy the appropriate number of Universal Forwarders 
to generate enough data for Splunk C1 architecture to 
stress the system. The system was artificially pushed 
to scale beyond Splunk recommended rate for this 
hardware configuration.

• Utilize the Kinney Group (KGI) Metrics App, Splunk 
Monitoring Console, and other management 
dashboards to measure the health of data ingestion 
queues, search scheduler skip ratio, IOPS, memory and 
CPU utilization. 

Result Highlights
• For a sustained rate of 5TB, on a similar hardware 

configuration, AWS saturated at 2TB/day, while Diamanti 
could easily handle the sustained load of 5TB/day 
without any skipped searches and there were no 
queues buildups observed for indexing and searches. 
Diamanti platform had enough resources remaining to 
handle unexpected traffic peaks and growth.

• For SVA C1, the scalability and stress test indicated 
that Diamanti was able to easily handle up to 6.6TB/
day data ingestion without skipped searches and was 
within acceptable latencies, which is 3.2x more than 
the Splunk recommended rate on similar hardware 
configuration. Beyond that Splunk C1 architecture itself 
became the bottleneck with some of the components 
becoming CPU bound, resulting in Splunk performance 
degradation. At this point, SVA C1 did not even fully 
utilize Diamanti platform resources and used only 3% 
storage bandwidth. 

• Previous observation also indicates that for a CPU 
bound SVA C1 running on a similar hardware 
configuration:

 -  Diamanti out-performed AWS by 3.2X.

 -  Diamanti was able to reduce the TCO and footprint by   
 at least 3x when compared to AWS. 

• For more IO intensive SVA topologies, TCO savings and 
performance improvement could be easily 20x to 30x. 

Download a full copy of the benchmark report here. Speak with a product expert at (408) 645-5111. 
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